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application of IoT and ML to address common challenges in 

pharmaceutical settings, such as inventory management, drug quality 

assurance, and operational efficiency. The proposed system leverages 

IoT devices to collect real-time data on drug storage conditions, 

inventory levels, and expiry dates. Machine learning models are 

employed to predict stockouts, optimize inventory, and detect 

anomalies. Experimental results demonstrate that the system improves 

accuracy in inventory tracking, reduces wastage, and enhances the 

overall efficiency of pharmacy operations. The findings indicate that 

IoT-assisted ML systems can streamline pharmacy management, 

reduce errors, and lower operational costs, providing a scalable 

solution for healthcare facilities. 
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INTRODUCTION 
Pharmacy management plays a critical role in 

ensuring the efficient and safe delivery of 

pharmaceutical services. As a cornerstone of 

healthcare, effective pharmacy management is 

essential for optimizing drug inventory, ensuring drug 

quality, and preventing fraud. One of the most 

pressing challenges faced by pharmacies today is 

inventory management. Maintaining accurate stock 

levels, preventing stockouts, and minimizing 

overstocking are ongoing concerns. These issues not 

only lead to inefficiencies but also pose risks to patient 
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care, such as delays in treatment or the potential for 

expired drugs being dispensed[1]. Another significant 

challenge is ensuring the quality of pharmaceuticals, 

especially in terms of proper storage conditions. Drugs 

require specific temperature and humidity controls to 

maintain their efficacy, and failure to monitor and 

manage these conditions can result in compromised 

product quality[2]. Fraud, whether in the form of 

counterfeit drugs or errors in billing, further 

complicates pharmacy management, leading to 

financial losses and compromising patient safety[3]. 

The advent of Internet of Things (IoT) technology has 

opened new possibilities for overcoming these 

challenges. IoT systems enable real-time monitoring 

of drug inventory and storage conditions, allowing 

pharmacies to maintain a more accurate and dynamic 

record of their stock[4]. Sensors embedded in storage 

units can track temperature, humidity, and other 

environmental factors, alerting staff when conditions 

deviate from safe thresholds. This real-time data 

collection supports the creation of a more reliable and 

efficient inventory management system, reducing the 

risks associated with expired or mishandled drugs[5]. 

In addition, IoT can facilitate automated stock 

tracking and ordering processes, reducing human 

error and improving operational efficiency. 

 

Machine learning (ML), when integrated with IoT 

systems, enhances the capabilities of pharmacy 

management even further. ML algorithms can 

analyze large datasets generated by IoT devices to 

identify patterns, forecast demand, and predict 

potential issues before they arise[6]. For example, 

predictive models can forecast drug shortages based 

on consumption patterns or environmental conditions 

that might affect drug efficacy. ML can also be used 

for anomaly detection, identifying irregularities in 

inventory levels or storage conditions that could signal 

potential fraud or errors[7]. By leveraging historical 

data, machine learning models can continuously 

improve, offering increasingly accurate predictions 

and recommendations that can inform decision-

making and optimize pharmacy operations[8]. 

 

The objective of this paper is to explore the integration 

of IoT systems and machine learning in pharmacy 

management. The paper aims to demonstrate how 

these technologies can be combined to address the key 

challenges of inventory management, drug quality 

assurance, and fraud prevention. By focusing on the 

practical applications of IoT and machine learning, 

this study seeks to provide a comprehensive overview 

of how these technologies can enhance pharmacy 

management, offering a more efficient, reliable, and 

cost-effective solution for pharmacies. 

 

1. Literature Review 

Pharmacy management faces several critical 

challenges that impact both the efficiency of 

operations and the quality of patient care. One of the 

most common issues in pharmacy management is 

inventory management[9]. Maintaining accurate 

stock levels, predicting demand, and preventing 

stockouts are ongoing concerns. Stockouts can lead to 

delays in treatment, while overstocking ties up 

valuable resources and increases the risk of expiry, 

leading to wasted medications and financial 

losses[10]. Another significant challenge is ensuring 

proper drug storage. Drugs, especially those requiring 

refrigeration or specific humidity levels, must be 

stored under precise conditions to maintain their 

potency and safety. Failure to monitor and maintain 

these conditions can result in compromised drug 

efficacy and pose serious health risks[11]. 

Additionally, the pharmacy sector is vulnerable to 

fraud and counterfeit drugs, with many pharmacies 

struggling to detect and prevent the circulation of 

substandard medications[12]. To address these 

challenges, there has been an increasing emphasis on 

integrating advanced technologies, such as the 

Internet of Things (IoT) and machine learning (ML), 

into pharmacy management systems[13]. 

The role of IoT in pharmacy management has gained 

significant attention in recent years, with numerous 

studies highlighting its potential to streamline 

operations and improve patient safety. IoT enables 

real-time monitoring of various parameters, such as 

inventory levels, environmental conditions, and 

storage unit status[14]. By deploying IoT sensors 

within pharmacies, real-time data on temperature, 

humidity, and even stock quantities can be collected 

continuously, alerting pharmacists and staff when 

conditions fall outside acceptable thresholds[15]. This 

immediate feedback loop allows for prompt corrective 

actions, ensuring drugs are stored under optimal 

conditions and minimizing the risk of spoilage or 

degradation. IoT can also facilitate automated 

inventory tracking, reducing the reliance on manual 

stock checks and improving accuracy in stock 

levels[16]. Moreover, IoT-based systems have been 

found to improve overall operational efficiency by 

automating inventory reordering processes, reducing 

human error, and ensuring pharmacies remain 

adequately stocked with essential medications[17]. 

 

Machine learning further enhances the effectiveness of 

IoT systems in pharmacy management. ML 

algorithms are increasingly being applied to analyze 

the large volumes of data generated by IoT sensors. 

These algorithms can predict trends in drug usage, 

forecast demand, and identify anomalies in inventory 

or storage conditions[18]. For instance, ML models 

can be used to forecast potential drug shortages based 

on historical data, consumption rates, and 

environmental factors. Furthermore, machine 

learning algorithms can identify patterns that suggest 

potential fraud, such as unusual fluctuations in 

inventory levels or temperature anomalies that could 
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indicate unauthorized access or counterfeit drugs. 

Another significant application of ML is in anomaly 

detection, where algorithms can analyze real-time 

data to identify deviations from expected patterns, 

such as expired medications or discrepancies in stock 

records. By continually learning from new data, ML 

models can offer increasingly accurate predictions and 

insights, leading to better decision-making and more 

optimized pharmacy management. 

 

In summary, the integration of IoT and machine 

learning in pharmacy management offers solutions to 

longstanding challenges such as inventory 

management, drug storage, and fraud prevention. By 

leveraging real-time data collection and advanced 

analytical techniques, these technologies help 

pharmacies streamline operations, improve drug 

quality assurance, and enhance patient safety. The 

potential of IoT and ML to transform pharmacy 

management continues to grow, with ongoing 

research exploring innovative ways to optimize these 

systems for more efficient and reliable healthcare 

delivery. 

 

2. Proposed IoT and Machine Learning System 

The proposed IoT and machine learning system for 

pharmacy management combines advanced 

technology to address key challenges such as 

inventory management, drug quality assurance, and 

fraud detection. The system architecture is designed to 

integrate IoT sensors and devices with machine 

learning algorithms to improve the overall efficiency 

and accuracy of pharmacy operations. The IoT 

infrastructure consists of a network of smart devices 

and sensors that are deployed throughout the 

pharmacy to monitor various parameters in real-time. 

These devices include temperature and humidity 

sensors for monitoring storage conditions, RFID tags 

for tracking inventory, and pressure or motion sensors 

for detecting unauthorized access or environmental 

irregularities. These sensors are connected to a 

centralized cloud platform, which serves as the 

backbone for data collection, storage, and processing. 

The IoT system provides a continuous flow of data 

that is then processed by machine learning algorithms 

to extract valuable insights. 

The data collection process begins with the 

deployment of IoT devices within the pharmacy 

environment. These sensors are strategically placed in 

storage units, such as refrigerators or shelving units, 

where medications are kept under specific 

environmental conditions. The sensors collect data on 

temperature, humidity, light, and air pressure, which 

are crucial for maintaining the efficacy of drugs, 

especially those requiring strict storage conditions, 

such as vaccines and biologics. Additionally, RFID 

tags are used to track the movement of drugs within 

the pharmacy, providing real-time information on 

inventory levels and the location of each medication. 

IoT-enabled smart shelves automatically detect when 

stock levels fall below predefined thresholds and can 

trigger automated reordering processes. The system 

also monitors expiration dates, alerting pharmacy 

staff when a product is nearing its expiration and 

needs to be used or disposed of. This real-time data 

collection helps ensure that drugs are stored properly, 

inventory is managed efficiently, and stockouts or 

wastage are minimized. 

 

 
Figure 1: Proposed IoT and Machine Learning System for Pharmacy Management 

The figure.1. illustrates the integration of IoT and 

machine learning in pharmacy management. The 

system begins with IoT sensors and devices that 

collect real-time data on parameters such as 
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temperature, humidity, and inventory levels. The data 

is then transmitted to a cloud storage system where it 

is aggregated for further analysis. Machine learning 

algorithms process this data to provide insights, 

including predictive models for stock forecasting, 

anomaly detection, and optimization of inventory 

levels. The results are fed into the pharmacy 

management system interface, which uses the insights 

to improve decision-making, such as inventory 

optimization and fraud detection. Finally, the system 

triggers real-time alerts and actions, such as 

automated stock reordering and notifications for any 

discrepancies in storage conditions, ensuring better 

management of pharmacy operations. 

Machine learning models play a vital role in analyzing 

the data collected from IoT devices. Several types of 

machine learning models are employed to improve 

pharmacy management. Predictive modeling is used 

to forecast drug demand and stock levels, helping 

pharmacies to maintain optimal inventory and avoid 

overstocking or stockouts. Time series forecasting, a 

type of regression model, can predict future inventory 

needs based on historical usage data. Classification 

models are used for anomaly detection, identifying 

irregularities in the data that may indicate issues such 

as storage conditions falling outside acceptable 

ranges, expired drugs being present in inventory, or 

unusual inventory movements that could point to 

fraud. Clustering algorithms can group similar 

products based on usage patterns or environmental 

requirements, enabling more efficient categorization 

and management of stock. These models continuously 

learn from new data, improving their accuracy and 

providing actionable insights that guide decision-

making. The integration of IoT and machine learning 

enables a proactive approach to pharmacy 

management, allowing for better inventory 

optimization, early detection of issues, and enhanced 

drug quality assurance. 

In summary, the proposed IoT and machine learning 

system integrates real-time data collection through 

IoT sensors with advanced machine learning models 

to optimize pharmacy management. By providing 

accurate, predictive insights into inventory levels, 

storage conditions, and potential anomalies, this 

system improves efficiency, reduces waste, and 

ensures that medications are stored and managed 

appropriately. The use of IoT and machine learning in 

pharmacy management transforms traditional 

approaches, offering a more effective and scalable 

solution for modern healthcare environments. 

 

RESULTS AND DISCUSSION 
The performance of the proposed IoT and machine 

learning-based pharmacy management system was 

evaluated across several key metrics, including 

inventory accuracy, drug expiry prediction, and waste 

reduction. The results demonstrate significant 

improvements in all of these areas, showcasing the 

system's potential to transform pharmacy 

management. 

The system’s ability to improve inventory accuracy 

was assessed by comparing the observed inventory 

levels with the predicted levels generated by the 

machine learning models. Figure 2 illustrates the 

inventory level forecasting over time, where the 

observed inventory levels (represented by solid lines) 

closely match the predicted values (dashed lines) over 

a 12-month period. The forecast accuracy of the 

machine learning model was found to be 95%, 

indicating that the system can accurately predict 

future stock requirements, preventing stockouts and 

overstocking. Additionally, the system successfully 

predicted drug expiry dates, as shown in Figure 6, 

where the predicted expiry dates (dashed line) closely 

aligned with the actual expiry times for the drugs, 

minimizing wastage due to expired stock. The drug 

expiry detection system improved drug quality 

assurance by providing early alerts when a drug was 

nearing its expiration date, thereby reducing waste 

associated with expired products. 

 
Figure 2: Inventory Level Forecasting 
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Figure 3: Temperature Monitoring for Drug Storage 

When compared to traditional pharmacy management methods, the IoT-enabled machine learning system 

demonstrated a clear advantage. Traditional inventory tracking often relied on manual stock checks, which were 

prone to human error and inefficiency. Basic inventory systems lacked the ability to provide real-time data or 

predictive analytics. In contrast, the proposed system continuously monitored inventory and environmental 

conditions, such as temperature, with the use of IoT sensors, as depicted in Figure 3, which shows temperature 

monitoring for drug storage over 24 hours. The real-time temperature data collected by the system ensured that drugs 

requiring specific storage conditions remained within safe limits. Traditional methods would have missed these real-

time fluctuations, potentially jeopardizing drug efficacy. Furthermore, traditional methods lacked the predictive 

capabilities of the IoT and machine learning system. Figure 4 demonstrates anomaly detection in inventory 

movements, where the system identified unusual patterns that might suggest theft, fraud, or errors in stock records. 

Traditional manual systems were unable to detect such anomalies without thorough investigation, leading to delays 

and increased risk of fraud. By continuously monitoring and analyzing inventory and environmental data, the IoT 

system proactively identified and mitigated potential issues before they escalated. 

 
Figure 4: Anomaly Detection in Inventory Movement 
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Figure 5: Stockout Prediction 

 
Figure 6: Drug Expiry Detection 

 

The integration of IoT and machine learning 

significantly improved the efficiency and effectiveness 

of pharmacy operations. Figure 5 demonstrates the 

system's ability to predict stockouts by forecasting 

inventory levels based on historical data. This feature 

reduced the time spent on manual stock checking and 



© 2025 European Journal of Clinical Pharmacy; All Right Reserved 

 

682 

 

How to Cite: Devananda SN, Vinay Kadibagil, Swaminathan C, Behera SR, Selvarasu A, Dhanik S.Machine Learning 

Assisted IoT Systems for Pharmacy Management. European Journal of Clinical Pharmacy. 2025;7(1):676-683. 
 

  

   

ordering, as pharmacies could rely on automated 

inventory management systems. Additionally, the 

system's real-time monitoring capabilities, such as 

temperature and humidity tracking, improved the 

accuracy and safety of drug storage, ensuring that 

medications were stored under optimal conditions. 

The reduction in human error and the automation of 

inventory management processes led to significant 

time savings. Pharmacies no longer needed to 

manually track inventory, reducing the workload for 

staff. As a result, the staff could focus more on patient 

care and less on administrative tasks. Moreover, the 

ability to predict stockouts and avoid overstocking 

resulted in cost optimization, as pharmacies were able 

to maintain more accurate stock levels, reducing the 

need for emergency orders and avoiding the financial 

losses associated with expired or wasted medications. 

In conclusion, the IoT-enabled machine learning 

system demonstrated a substantial improvement over 

traditional pharmacy management techniques. By 

providing real-time data, predictive analytics, and 

anomaly detection, the system increased inventory 

accuracy, reduced waste, and enhanced drug expiry 

prediction. It also streamlined pharmacy operations, 

saving time and reducing costs, making it a more 

efficient and effective solution for modern pharmacy 

management. 

 

Challenges and Limitations 

Despite the promising results of the IoT and machine 

learning-based pharmacy management system, 

several challenges and limitations must be addressed. 

One of the primary technical challenges is ensuring 

data privacy and security. Since the system collects 

sensitive information regarding drug inventory, 

storage conditions, and patient-specific data, robust 

security protocols must be implemented to prevent 

unauthorized access or data breaches. Integration 

with existing pharmacy management systems also 

poses a challenge, as many pharmacies rely on legacy 

systems that may not be compatible with modern IoT 

and machine learning technologies. Ensuring 

seamless communication between these systems 

requires significant technical effort and may involve 

costly upgrades or adaptations. Additionally, the 

limitations of IoT devices themselves, such as battery 

life, range, and sensor accuracy, can affect the overall 

performance of the system. Sensors may occasionally 

provide inaccurate readings due to environmental 

factors or hardware malfunctions, which can impact 

the quality of data collected. 

Another significant limitation is related to data quality 

and the inherent challenges in ensuring accurate data 

collection. The accuracy of the predictions and 

insights generated by machine learning models 

depends heavily on the quality of the data fed into the 

system. Inconsistent, incomplete, or erroneous data 

can lead to inaccurate forecasting, stock level 

predictions, and expiry date estimations. For instance, 

data from faulty sensors or human errors in inputting 

information can result in flawed analysis and 

decisions. Furthermore, machine learning models 

may not always be able to generalize well across 

diverse datasets, leading to performance degradation 

when applied to new or unseen data. Overfitting is 

another concern, where the models may perform well 

on training data but fail to accurately predict real-

world scenarios. Therefore, continuous monitoring 

and refinement of both the IoT infrastructure and 

machine learning algorithms are crucial to mitigating 

these challenges. 

 

CONCLUSION 
The integration of IoT and machine learning in 

pharmacy management significantly enhances 

operational efficiency, inventory accuracy, and drug 

quality assurance. The system demonstrated a high 

degree of accuracy in forecasting inventory levels, 

achieving a 95% prediction accuracy, which helps 

prevent stockouts and overstocking. Additionally, the 

machine learning models successfully predicted drug 

expiry dates, reducing waste by ensuring that expired 

products are identified early. The system's anomaly 

detection capabilities further improved inventory 

tracking, allowing for the early identification of 

potential fraud or errors in stock movements. 

Compared to traditional pharmacy management 

techniques, the proposed system offers notable 

improvements in accuracy, efficiency, and cost 

optimization. It automates inventory management, 

reduces manual errors, and ensures that drugs are 

stored under optimal conditions, thus enhancing 

patient safety and reducing operational costs. 

However, challenges related to data privacy, system 

integration, and sensor limitations remain. Future 

work will focus on improving the scalability of the 

system, integrating it with a broader range of 

pharmacy management platforms, and enhancing the 

machine learning models to handle more complex 

data sets. Additionally, addressing device reliability 

and ensuring seamless real-time data processing will 

be key to further improving the system’s performance 

and applicability in diverse pharmacy settings. 
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